(Ban hanh kém theo van bdn s6

Phu luc

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

Théng tin va Truyén théng)

1. Théng tin cac 16 hong bio mat

ISTTTT-BCVT&CNTT ngay /7/2023 cua So

STT

CVE

Mo ta

Link tham khao

CVE-2023-33160
CVE-2023-33134

- biém: CVSS: 8.8 (Cao)

- MO0 ta: 16 hong trong
Microsoft SharePoint
Server cho phep doi tugng
tan cong thuc thi ma tir xa.

- Anh hudng: Microsoft
SharePoint Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-33160

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-33134

CVE-2023-36884

- Piém: CVSS: 8.3 (Cao)

- MO ta: 16 hong trong
Office  va  Windows
HTML cho phép doi tuong
tan cong thuc thi ma tur xa.

- Anh hudng: Windows 10,
11,  Windows  Server,
Microsoft Office.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36884

CVE-2023-35311

- Piém: CVSS: 8.8 (Cao)

- MO0 ta: 16 hong trong
Microsoft Outlook cho
phép d6i tugng tin cong thuc
hién tdn cong vuot qua col
ché bao mat (Bypass).

- Anh huong: Microsoft

365, Microsoft Office,
Microsoft Outlook.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35311

CVE-2023-36874

- Diém: CVSS: 7.8 (Cao)

- MO0 ta: 15 hong trong

https://msrc.microsoft.co
m/update-
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STT CVE

Mo ta

Link tham khao

Windows Error Reporting
Service cho phép d6i tuong
tan cong thuc hién tin cong
nang cao dic quyén.

- Anh huong: Windows
Server, Windows 10/11.

guide/vulnerability/CVE-
2023-36874

CVE-2023-32046

- biém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Windows MSHTML cho
phép d6i tugng tin cong thuc
hién tin cong nang cao dic
quyén.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32046

6 | CVE-2023-32049

- Piém: CVSS: 8.8 (Cao)

- MO ta: 16 hong trong
Windows SmartScreen
cho phép ddi tuong tin cong
thuc hién tin cong vuot qua
co ché bao mat (Bypass).

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32049

CVE-2023-32057
CVE-2023-35309

- DPiém: CVSS:
(Nghiém trong)

9.8

- MO0 ta: 16 hong trong
Microsoft Message
Queuing cho phép ddi tugng
tan cong thuc thi ma tir xa.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-32057

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35309

2. Huwéng dan khic phuc

Bién phap tbt nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong bao mat néi trén
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theo hudng dan cua hiang. Quy don vi tham khdo cac ban cip nhat phu hop cho céc san

pham dang st dung tai link nguon tham khéo tai muc 1 ciia phu luc.
3. Tai li¢u tham khao

https://msrc.microsoft.com/update-guide/
https: //www.zerodayinitiative.com/blog/2023/7/10/the-j uly-2023-security-
update-review
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