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Phu luc

THONG TIN LO HONG BAO MAT
(Kem theo Cong van so /CATTT-NCSC ngay [/ /2022

cua Cuc An toan thong tin)

1. Théong tin 16 hong bao mat

- M ta: L6 hong anh hudng dén san pham WSO2 cho phép ddi tuong tan

cong thuc thi ma tir xa trén may chu.

- CVSS: 9.8 (Nghiém trong)

- Anh huéong:

v" WSO2 API Manager phién ban 2.2.0 tr¢ 1én;

v' ' WSO2 Identity Server phién ban 5.2.0 tr¢ 1én;

v' WSO2 Identity Server Analytics phién ban 5.4.0, 5.4.1, 5.5.0, 5.6.0;
v" WSO2 Identity Server as Key Manager phién ban 5.3.0 tr¢ 1én;

v" ' WSO2 Enterprise Integrator phién ban 6.2.0 trd 1én.

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 16 hong nay 1a nang cap 1én phién ban méi

nhat. Trong trudng hop khong thé nang cap do chwa c6 phat hanh phién ban méi

tuong tng v6i phién ban dang sir dung, Quy don vi c6 thé ap dung cac ban stra 15i

lién quan dya trén cac ban stra 101 da cong khai dugc cung cap duosi day:

https://github.com/wso2/carbon-kernel/pull/3152

https://github.com/wso2/carbon-identity-framework/pull/3864

https://github.com/wso2-extensions/identity-carbon-auth-rest/pull/167

Ngoai ra dé giam thiéu nguy co tin cong, Quy don vi ¢6 thé thuc hién cac

budc khic phuc thay thé tam thoi nhu sau:

Phién ban bi anh huéng

Cic bwéc khic phuc thay thé

WS0O2 APl Manager
2.6.0,25.0,2.2.0

WSO2 Identity Server
5.8.0, 5.7.0, 5.6.0, 5.5.0,
54.1,5.4.0,5.3.0,5.2.0
WSO2 Identity Server as
Key Manager 5.7.0, 5.6.0,
5.5.0,5.3.0

Xbéa tat ca mapping defined bén trong
FileUploadConfig tag tai:
<product_home>/repository/conf/carbon.xml




WSO02 IS Analytics 5.6.0,
55.0,5.4.1,5.4.0

WS0O2 APl Manager
4.0.0,3.2.0,3.1.0,3.0.0

Thém cau hinh dudi day vao
<product_home>/repository/conf/deployment.toml

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true

http_method = "all"

permissions = ["/permission/protected/"]

WSO2 Identity Server
5.11.0,5.10.0,5.9.0
WSO?2 Identity Server as
Key Manager 5.10.0,
5.9.0

Thém cau hinh dudi day VAo
<product_home>/repository/conf/deployment.toml

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/service(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/entitlement-policy(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true

http_method = "all"




S)

permissions = ["/permission/protected/"]

WSO2 Enterprise
Integrator 6.6.0, 6.5.0,
6.4.0, 6.3.0, 6.2.0

P6i v6i El profile, x6a mappings trong tép
<product home>/conf/carbon.xml ra khoi
<FileUploadConfig>

DPéi v6i Business process / Broker va Analytics
profiles, thay d6i lai tép carbon.xml cho cac vi tri
tuong rng sau:
<product_home>/wso2/broker/conf/carbon.xml
<product_home>/wso2/business-
process/conf/carbon.xml
<product_home>/wso2/analytics/conf/carbon.xmi

deployment.toml

<Mapping>
<Actions>
<Action>keystore</Action>
<Action>certificate</Action>
<Action>*</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
AnyFileUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>jarZip</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
JarZipUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>tools</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
.ToolsFileUploadExecutor</Class>
</Mapping>

<Mapping>
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<Actions>
<Action>toolsAny</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
.ToolsAnyFileUploadExecutor</Class>
</Mapping>

3. Nguon tham khao

https://docs.wso2.com/display/Security/Security+Advisory+WS02-2021-
1738





