Phu luc

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

(Kém theo Cong vin sé

1. Thong tin cac 16 hong bao mat

ICATTT-NCSC ngay ~ /

cua Cuc An toan thong tin)

12022

STT

CVE

Mo ta

Link tham khao

CVE-2022-37969

- Piém CVSS: 7.8 (Cao)
- L3 hong trong Windows
Common Log File System
Driver cho phép dbi tuong
tn cong thyc thi ma tir xa
v6i cac dic quyén ning
cao.

- Anh huong: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019/20
22,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-37969

CVE-2022-34718

- DPiém CVSS:
(Nghiém trong)

- L6 hong trong Windows
TCP/IP cho phép doi
tuong tan coéng chua xac
thuc c6 thé thuc thi ma tur
Xa.

- Anh huong: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019/20
22.

9.8

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34718

CVE-2022-34724

- biém CVSS: 7.5 (Cao)
- L6 héng trong Windows
DNS Server cho phép dbi
tuong tan cong thuc hién
tan cong tur chéi dich vu.

- Anh huong: Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34724

CVE-2022-3075

- L0 hong trong
Chromium cho phép doi
tugng tan cong chua xac

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-3075




thuc ¢6 thé thuc thi ma tir
Xa.

- Anh huéng: Microsoft
Egde (Chromium-based)

CVE-2022-34721,
CVE-2022-34722

- DPiém CVSS: 9.8
(Nghiém trong)

- L6 hong trong Windows
Internet Key Exchange
(IKE) Protocal
Extensions cho phép déi
tugng tan cong thyuc thi
ma tu xa.

- Anh hudng: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34721
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34722

CVE-2022-37961
CVE-2022-35823
CVE-2022-38008
CVE-2022-38009

- Piém CVSS: 7.8 (Cao)
- L6 hong trong Microsoft
SharePoint  Server cho
phép dbi tuong tin cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
SherePoint  Foundation
2013, SharePoint Server
2013/2016/2019,
Microsoft SharePoint
Enterprise Server 2013.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-37961
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-35823
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-38008
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-38009

CVE-2022-37962

- Piém CVSS: 7.8 (Cao)
- L3 hong trong Microsoft
PowerPoint cho phép doi
tuong tan cong thyc thi ma
tur xa.

- Anh huéng: Microsoft
Office 2013/2016/2019,
Office 365 Apps, Office
LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-37962



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38009

2. Huwéng dan khic phuc

Bién phap t6t nhat dé khic phuc 1a cdp nhat ban va cho cac 16 hong bao mat
néi trén theo hudng dan cia hang. Quy don vi tham khao cac ban cap nhat phu
hop cho cac san phém dang st dung tai link nguén tham khdo tai muc 1 cua phu
luc.

3. Tai liéu tham khaio

https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep

https://www.zerodayinitiative.com/blog/2022/9/13/the-september-2022-
security-update-review





