Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM

(Kém theo Cong vin sé

MICROSOFT

cua Cuc An toan thong tin)

1. Thong tin cac 16 hong bao mat

JCATTT-NCSC ngay /12022

STT

CVE

Mo ta

Link tham khao

CVE-2022-41082,
CVE-2022-41040,
CVE-2022-41080,
CVE-2022-41079,
CVE-2022-41078,
CVE-2022-41123

- biém CVSS: 8.8 (Cao)

- Lb hong trong Microsoft
Exchange Server cho phép
d6i tuong tan cong thuc thi
ma tor xa, nang cao dac
quyén.

- Anh huéng: Microsoft
Exchange Server 2016
CU 23/22, Exchange
Server 2019 CU 11,
Exchange Server 2013
CuU 23

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41082
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41040
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41080
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41123
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41078
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41079

CVE-2022-41128,
CVE-2022-41118

- biém CVSS: 8.8 (Cao)

- L3 hong trong trong
Windows Scripting
Languages cho phép doi
tuong tin cong thyc thi ma
tir xa. L& hong nay dang bi
khai théc trong thuc té.

- Anh huong: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41128
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41118

CVE-2022-41091

- biém CVSS: 5.4 (Trung
binh)

https://msrc.microsoft.
com/update-



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128

- L4 hong trong Windows
Mark of the Web cho phép
d6i twong tin cong thuc
hién tin cong vuot qua co
ché bao mat.

- Anh hudng: Windows
10/11, Windows Server
2016/2019/2022.

guide/vulnerability/CV
E-2022-41091

CVE-2022-41073

- Piém CVSS: 7.8 (Cao)

- L3 hong Windows Print
Spooler cho phép ddi
tuong tin cong thuc hién
tin céng nang cao dic
quyen.

- Anh hudng: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41073

CVE-2022-41125

- Piém CVSS: 7.8 (Cao)
- L& hong Windows CNG
Key Insolation Service cho
phép d6i tuong tin cong
thyc hién tin cong nang
cao dic quyeén.

- Anh hudng: Windows

8.1/10/11, Windows
Server
2012/2016/2019/2022

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41125

CVE-2022-41044,
CVE-2022-41088,
CVE-2022-41039

- Piém CVSS: 8.1 (Cao)
- L6 héng trong Windows
Point-to-Point cho phép
d6i tuong tan cong thuc thi
ma tu Xa.

- Anh hudng: Windows
8.1/10/11, Windows
Server 2012/2016/2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41044
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41088
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41039



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088

CVE-2022-41105,
CVE-2022-41106,
CVE-2022-41063,
CVE-2022-41104

- Piém CVSS: 7.8 (Cao)
- L6 héng trong Microsoft
Excel cho phép dbi twong
tAn cong thuc thi ma tir xa,
tin  cong gia  mao
(Spoofing), thuc hién tin
cong vuot qua co ché bao
mat.

- Anh huéng: Microsoft
Excel 2013/2016,
Microsoft Office,
Microsoft 365.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41105
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41106
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41063
https://msrc.microsoft.
com/update-

guide/vulnerability/CV
E-2022-41104

2. Hwéng din khic phuc

Bién phap tdt nhat dé khac phuc la cap nhat ban va cho céc 16 héng bao mat
néi trén theo hudng dan cta hang. Quy don vi tham khdo cac ban cap nhat phu
hop cho céc san pham dang str dung tai link nguon tham khao tai myc 1 cia phu
luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Nov

https://www.zerodayinitiative.com/blog/2022/11/8/the-november-2022-
security-update-review


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106



