Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT

(Kém theo Cong vin sé

1. Thong tin cac 16 hong bao mat

ICATTT-NCSC ngay / 12022

cua Cuc An toan thong tin)

STT CVE __Mota Link tham khdo
- biém CVSS: 938
(Nghiém trong)
- L& héng trong HTTP _ .
Protocol. cho phep doi | MTPS/MSICMicrosoft
1 | CVE-2022-21907 |tugong tan cong thuc thi P

ma tur xa.

- Anh huong: Windows
Server 2019/2022,
Windows 11/10.

guide/vulnerability/CV
E-2022-21907

CVE-2022-21846

- Piém CVSS: 9.0 (Cao)

- L5 hong trong Exchange
Server, cho phép dbi
tugng tan cong thuc thi
ma tur xa.

- Anh huéng: Microsoft
Exchange Server
2019/2016/2013.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21846

CVE-2022-21855

- Piém CVSS: 9.0 (Cao)
- L3 hong trong Exchange
Server, cho phép ddi
tugng tan cong thyuc thi
ma tu xa.

- Anh huéng: Microsoft
Exchange Server
2019/2016/2013.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-21855

CVE-2022-21969

- biém CVSS: 9.0 (Cao)
- L3 hong trong Exchange
Server, cho phép ddi
tugng tan cong thuc thi
ma tu xa.

- Anh huoéng: Microsoft
Exchange Server
2019/2016/2013.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21969

CVE-2022-21840

- biém CVSS: 8.8 (Cao)
- L3 hong trong Microsoft
Office, cho phép ddi
tuong tin cong thuc thi
ma tu xa.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21840




- Anh hudng: Microsoft
SharePoint  Foundation
2013, SharePoint Server
2019, Microsoft Office

2016/2013/LTSC
2021/2019, Microsoft
Excel 2016/2013,

Microsoft 365

CVE-2022-21875

- biém CVSS: 8.8 (Cao)
- L3 hong trong Active
Directory Domain
Services, cho phép doi
tugng tan cong nang cao
dic quyén.

- Anh hudng: Windows
Server
2022/2019/2016/2012/20
08, Windows 11/10/RT
8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21857

CVE-2022-21911

- Piém CVSS: 7.5 (Cao)
- L hong trong .NET
Framework, cho phép ddi
tuong tdn cong thuc hién
tan cong tur chdi dich vu.

- Anh hudng:
Microsoft NET
Framework 3.5 AND

4.7.2,
4.6/4.6.1/4.6.2/4.7/14.7.1/
4.7.2,...

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-21911

CVE-2022-21836

- Piém CVSS: 7.8 (cao)

- L) hong trong Windows
Certificate, cho phép ddi
tuong tin cong thuc hién
tan cong gia mao

- Anh hudng: Windows
Server
2022/2019/2016/2012/20
08, Windows 10/RT
8.1/7.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21836




CVE-2022-21841

- Piém CVSS: 7.8 (cao)

- L3 héng trong Microsoft
Excel, cho phép déi tuong
tan cong thue thi ma tir xa.
- Anh huéng: Microsoft
Office
2013/2016/2019/LTSC20
21, Microsoft 365.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-21841
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CVE-2022-21837

- biém CVSS: 8.3 (cao)

- L3 hong trong Microsoft
SharePoint Server, cho
phép ddi tuong tan cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
SharePoint Server 2019,
2016

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-21837
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CVE-2022-21842

- biém CVSS: 7.8 (cao)

- L3 hong trong Microsoft
Word, cho phép d6i tuong
tan cong thyc thi ma tir xa.
- Anh huéng: Microsoft
Word 2016.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-21842

2. Hwéng din khic phuc
Bién phap tdt nhat dé khac phuc la cap nhat ban va cho céc 16 héng bao mat

néi trén theo hudng dan cia hang. Quy don vi tham khdo cac ban cap nhat phu

hop cho cac san phﬁm dang sir dung tai link nguén tham khéo tai muc 1 cua phu

luc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://msrc.microsoft.com/update-guide/en-us





