Phu luc
Théng tin vé cac 16 hong bao mat trong san phim Microsoft
(Kém theo Céng van sé JCATTT-NCSC ngay / /2021
cua Cuc An toan thong tin)
1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao

- Piém CVSS: 7.1 (cao)

- L) hong trong Windows
1 CVE-2021-43890 | AppX Installer, cho phép
d6i twong tdn cong thuc
hién tan cong gia mao.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2021-43890

- Dbiém CVSS: 9.8
(Nghiém trong)

- L6 hong trong Windows
Subsystem for Linux | https://msrc.microsoft.
(WSL), cho phép dbi|com/update-

tuong tin cong thuc thi | guide/vulnerability/CV
ma tur xa. E-2021-43907

- Anh hudng: Visual
Studio Code  WLS
Extension

2 | CVE-2021-43907

- biém CVSS: 8.8 (Cao)
- L5 hong trong Microsoft
SharePoint Server, cho
phép d6i tuong tan cong | https://msrc.microsoft.
thuc thi ma tur xa. com/update-

- Anh hudng: Microsoft | guide/vulnerability/CV
SharePoint  Foundation | E-2021-42309

2013, SharePoint Server
2019, SharePoint
Enterprise Server 2016.

3 CVE-2021-42309

- Diém CVSS: 9.8
(Nghiém trong)

- L3 hong trong Microsoft
4K  Wireless Display | https://msrc.microsoft.
Adapter, cho phép ddi | com/update-guide/en-
tuong tin cong thuc thi | US/vulnerability/CVE-
ma tur xa. 2021-43899

- Anh huéng: Microsoft
4K  Wireless Display
Adapter

4 | CVE-2021-43899

- Piém CVSS: 9.8 | https://msrc.microsoft.

5| CVE202143215 | it Fone) com/update-




- L& hong trong iSNS
Server, cho phép ddi
tuong tin cong thuc thi
ma tu xa.

- Anh hudéng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10.

guide/vulnerability/CV
E-2021-43215

CVE-2021-41333

- biém CVSS: 7.8 (cao)

- L) hong trong Windows
Print Spooler, cho phep
d6i tuong tan cong nang
cao dic quyeén.

_ Anh huong: Windows
Server
2019/2016/2012/2008,
Windows 8.1/7/10.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-41333

CVE-2021-43880

- L6 hong trong Windows
Mobile Device
Management, cho phep
d6i tuong tan cong nang
cao dic quyén.

_ Anh huong: Windows
11

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43880

CVE-2021-43893

- biém CVSS: 7.5 (cao)

- L6 hong trong Windows
Encrypting File System
(EFS) cho phép dbi tuong
tan cong ning cao dic
quyeén.

- Anh hudng: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43893

CVE-2021-43240

- Piém CVSS: 7.8 (cao)

- L3 hong trong NTFS Set
Short Name cho phép d6i
tugng tn cong nang cao
dic quyén.

- Anh hudng: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43240




- biém CVSS: 7.8 (cao)

- L) hong trong Windows
Installer, cho phép dbi
tuong tdn céng nang cao
10 | CVE-2021-43883 | dic quyén.

- Anh hudéng: Windows
Server
2022/2019/2016/2012/20
08, Windows 11/10/8.1/7

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43883

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong bao mat

néi trén theo hudng dan cta hang. Quy don vi tham khdo cac ban cap nhat phu

hop cho céc san pham dang str dung tai link nguon tham khao tai myc 1 cia phu

luc.
3. Tai li¢u tham khao

https://msrc.microsoft.com/update-guide/en-us


https://msrc.microsoft.com/update-guide/en-us



