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Phu luc

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

1. Théng tin cac 16 hong bao mat

ISTTTT-BCVT&CNTT ngay
S¢ Thdng tin va Truyén théng)

STT CVE Mo ta Link tham khao
- Diém: CVSS: 5.4
- M0 ta: 16 hong trong
Windows ~SmartScreen
Cl}o phep d?l tu:?ng Atan https://msrc.microsoft.
cong thuc hién tan cong com/undate-
1 | CVE-2022-44698 |vuot qua co ché bao mat. | “orvuP .
L5 héng nay dang bi khai guide/vulnerability/CV
thac trong thuc té. E-2022-44698
- Anh hudng: Windows
10/11, Windows Server
2016/2019/2022.
- biém CVSS: 8.5 (Cao)
- M0 ta: 16 hong trong
PowerShell cho phép doi
twong tan cong thuc thi | https://msrc.microsoft.
Ma tr xa. com/update-
2| CVE-2022-41076 - Anh hwong: Windows | uide/vulnerability/CV
7/8.1/10/11,  Windows | E-2022-41076
Server
2008/2012/2016/2019/20
22, PowerShell 7.2/7.3.
- biém CVSS: 7.5 (Cao)
- M6 ta: 16 hong trong _
Microsoft  Outlook  for https://msrc.microsoft.
3 | CVE-2022-44713 | Mac cho phép déi tuong | COM/update-

tin coéng thyc hién tan
cdng gia mao (spoofing).

- Anh huong: Microsoft
Office 2019 for Mac,

guide/vulnerability/CV
E-2022-44713
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STT

CVE

Mo ta

Link tham khao

Office LTSC for Mac
2021.

CVE-2022-44699

- Piém CVSS: 5.5

- M6 ta: 16 hong trong
Azure Network Watcher
Agent cho phép d6i tuong
tin cong thuc hién tan
cong vuot qua co ché bao
mat.

- Anh huong: Azure
Network Watcher Vm
Extension.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44699

CVE-2022-44710

- biém CVSS: 7.8 (Cao)

- M6 ta: 16 hong trong
DirectX Graphics Kernel
cho phép ddi twong tan
cong thuc hién nang cao
dic quyén. L& hong nay
da c6 ma khai thac duoc
cong bd rong rai trén
Internet.

- Anh hudng: Windows
11.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44710

CVE-2022-44678,
CVE-2022-44681

- biém CVSS: 8.8 (Cao)

- M6 ta: 16 hong trong
Windows Print  Spooler
cho phép d6i tuong tin
cong thuc hién nang cao
dic quyeén.

- Anh huong: Windows
7/8.1/10/11,  Windows

Server
2008/2012/2016/20109.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44678

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44681



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
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CVE

Mo ta

Link tham khao

CVE-2022-44690,
CVE-2022-44693

- Piém CVSS: 8.8 (Cao)

- M6 ta: trong Microsoft
SharePoint  Server cho
phép d6i tuong tan cong
thuc thi ma tu xa.

- Anh huong: Microsoft
SharePoint Server 2019,
SharePoint  Foundation
2013, SharePoint
Enterprise Server
2013/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44690

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44693

CVE-2022-44708,
CVE-2022-41115

- biém CVSS: 8.3 (Cao)

- M6 ta: L6 hong trong
Microsoft Edge
(Chromium-based) cho
phép dbi tuwong tan cong
thuc hién nang cao dac
quyén.

- Anh huong: Microsoft
Edge

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44708

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41115

CVE-2022-44673

- biém CVSS: 7.0 (Cao)

- Mb ta: L hong trong
Windows Client Server
Run-Time Subsystem
(CSRSS) cho phép ddi
tuong tan cong thuc hién
nang cao dac quyeén.

- Anh hudng: Windows
7/8.1/10, Windows
Server 2008.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44673

2. Hwéng din khic phuc

Bién phép tét nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong bao mat
néi trén theo hudng dan cia hang. Quy don vi tham khao cac ban cap nhat phu hop
cho cac san pham dang st dung tai link nguén tham khao tai muc 1 cua phu luc.
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3. Tai lieu tham khao

https://msrc.microsoft.com/update-guide/en-us
https://www.zerodayinitiative.com/blog/2022/12/13/the-december-2022-
security-update-review





