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Phu luc

THONG TIN LO HONG BAO MAT
(Kem theo Cong van so /CATTT-NCSC ngay [/ /2022

cua Cuc An toan thong tin)
1. Théong tin 16 hong bao mat

- Mo ta: L6 hong nay ton tai trong Spring Core, cho phép déi tugng tan

cong thuc thi ma tu xa.
- Anh hwéng: ing dung st dung Spring Core phién ban JDK >= 9.0.
2. Hwémg dan kiém tra va khic phuc 16 hong

2.1. Huémg din kiém tra, xac dinh bi anh hwéng béi 16 hong
Srping4Shell

Budc 1: Kiém tra phién ban JDK

Trén may chi, hiy chay 1énh “java -version” dé kiém tra phién ban JDK
dang chay. Néu phién ban <= 8.0, hé thong Quy don vi khong bi anh huong bai
16 hong nay.

Budc 2: Kiém tra viéc sit dung Spring Framework

1. Béi véi hé thong duogc trién khai dudi dang war package:

- Giai nén war package

- Tim kiém tép jar ¢ dinh dang spring-beans-*.jar (vi du: spring-beans-
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 1a hé théng dang sir dung
Spring framework.

2. Béi véi hé thong duogce trién khai dudi dang jar package:

- Giai nén jar package

- Tim kiém tép jar & dinh dang spring-beans-*jar (vi du: spring-beans-
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 13 hé théng dang sir dung
Spring framework.

- Néu khong tim thdy tép spring-beans-*jar, hiy tiép tuc tim kiém tép
CachedIntrospectionResults.class trong tép giai nén. Néu ton tai tép nay chimg
t6 hé théng dang sir dung Spring framework.

Budc 3: Phan tich, diéu tra x4ac nhan
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Sau khi hoan thanh 2 budc kiém tra & trén, cac diéu kién sau duoc dap ung
ddng thoi s& xac dinh hé thong bi anh hudng béi 16 hong bao mat nay:

- Phién ban JDK >=9.0

- Str dung Spring framework hodc derived framework.

- Ton tai endpoint st dung chirc ning DataBinder.

2.2. Huéng din khic phuc

Hién tai, chua c6 ban va dé khéc phuc 16 héng bdo mat noi trén. Vi vy, dé
giam thiéu nguy co bi tin cong, Quy don vi c6 thé thuc hién cac bién phap khac
phuc theo nguén huéng dan tham khao ciia mot so to chirc tai:

https://www.cyberkendra.com/2022/03/springshell-rce-0-day-

vulnerability.html

3. Nguon tham khao

https://www.cyberkendra.com/2022/03/springshell-rce-0-day-
vulnerability.html

https://www.cyberkendra.com/2022/03/spring4shell-details-and-exploit-
code.html
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