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Phu luc
THONG TIN VE CAC LO HONG BAO MAT
(Kém theo Cong vin sé /CATTT-NCSC ngay / /2022
cua Cuc An toan thong tin)

1. Théong tin cic 16 hong biao mat

- M6 ta: L3 hong anh huong dén FortiOS va FortiProxy, cho phép dbi twong
tan cong chua xac thuc cd quyén truy cap vao giao dién quan tri tir xa thong qua
HTTP/HTTPS requests ddc hai.

- Anh hwémng: FortiOS phién ban 7.0.0 dén 7.0.6; 7.2.0 dén 7.2.1, FortiProxy
phién ban 7.0.0 deén 7.0.6, 7.2.0.

2. Hwéng din khic phuc

Bién phap tot nhat dé khac phuc 16 hong bao mat noi trén 1a cap nhat 1én
phién ban md&i (FortiOS 7.0.7 va 7.2.2, FortiProxy 7.0.7 va 7.2.1). Trong trudong
hop chua thé ning cap, Quy don vi can thuc hién bién phap khic phuc tam thoi
bang cach thiét 1ap chinh sach va han ché quyén truy cap céc dia chi IP vao giao
dién quan tri, trién khai xac thuc da yéu t6 (MFA) dé khong bj 16 thong tin giao
dién quan tri va tranh nguy co bi tin cong khai thac.

3. Tai liéu tham khao

https://www.tenable.com/blog/cve-2022-40684-critical-authentication-
bypass-in-fortios-and-fortiproxy

https://docs.fortinet.com/document/fortigate/7.2.2/fortios-release-
notes/289806/resolved-issues

https://docs.fortinet.com/document/fortigate/7.2.0/best-
practices/127480/user-authentication-for-management-network-access
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