. Phuluc
Thong tin vé 16 hong bao mat CVE-2022-30190
(Kem theo Cong van so /CATTT-NCSC ngay / /2022
_ cuia Cyc An toan thong tin)

1. Thong tin cac 16 hong bao mat

- M6 ta: LS hong ton tai trong Microsoft Windows Support Diagnostic
Tool (MSDT) cho phép d6i twong tin cong thuc thi ma tuy ¥.

- Piém CVSS: 7.8 (Cao)

- Anh huwéng: Windows Server 2008/2012/2016/2019/2022, Windows
7/8.1/10/11.

2. Hwéng dan khic phuc

Thoi diém hién tai hang chua phat hanh ban va cho 16 hong bao mat nay.
Vi vay, Quy don vi can thuc hién cac bién phap khic phuc thay thé dé giam thiéu
nguy co tan cong bang cach vo hiéu hoa giao thie URL MSDT. Cy thé nhu sau:

Budc 1: Chay Command Prompt véi quyén Admin.

Budc 2: Bé sao luu registry key, chay 1énh

reg export HKEY CLASSES ROOT\ms-msdt filename
Budc 3: Chay 1énh
reg delete HKEY_CLASSES ROOT\ms-msdt /f

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-
30190

https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-
30190-microsoft-support-diagnostic-tool-vulnerability/






